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Can | mobilise my workforce while reducing
security risks?

The answer is yes.

Enterprise Mobility Management

Enterprises are evolving their business models in order to compete more effectively
in this digital economy. With our Enterprise Mobility Management, maximise your
productivity with secure mobility.

Enterprise Mobility Management (EMM) solutions enable enterprises to create a
secure and fully managed mobile environment. It offers a comprehensive, user friendly
and flexible setup solution to provide your employees with the tools, resources and
content they need to achieve their objectives while maintaining the security your
business requires.

Our EMM solutions can be tailored to meet different needs including mobile device
management, application and content management, and email security. We offer both
on-premises and cloud-based EMM, qgiving you the freedom to choose the solution
that is in line with your company'’s IT and security policy.

When you choose du you can securely mobilise your workforce, embrace BYOD
strategies, enable collaboration and gain greater control over your mobile environment.

Benefits

» Secure devices, apps, and content - Remove the complexity from offering,
mManaging and supporting all enterprise applications, documents and devices,
including both employee-owned, corporate-owned and shared across the different
operating systems and platforms.

Keep employees productive — Improve workforce productivity and satisfaction
while enhancing security and increasing control. Allow employees to easily enrol
their own devices.

Leverage a comprehensive service — Benefit from a high quality service from
du encompassing fast deployment and configuration, 24/7 monitoring, software
scalability, as well as expert support and training.

New simplicity - Manage a diverse fleet of devices from a single console.

Assured compliance - Achieve risk and compliance requirements with proper
governance of corporate mobile devices.
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Features

Flexible delivery model - The EMM cloud solution is hosted in du’'s data centre
in the UAE. du also offers an on-premises solution to meet customer’s IT and
security policies.

EMM enables enterprises to secure their corporate data with end-to-end security
that extends to devices, applications, content, email.

Mobile Device Management enables enterprises to enrol devices in their corporate
environment, configure and update device settings over-the-air and enforce
security policies and compliance across their entire device inventory using a single
mManagement console.

Mobile Application Management enables enterprises to manage internal, public and
purchased apps across devices enrolled in the organisation.

Mobile Content Management enables enterprises to store their corporate
documents, email attachments and more in a secure container.

Mobile Email Management gives enterprises the ability to control device access to
corporate email and to encrypt sensitive data to prevent data loss.

Telecom Management gives IT the ability to create telecom usage plans, and define
usage thresholds for voice, SMS and data usage based on plan limits. Compliance
policies can be configured around usage thresholds to help prevent end users from
going over plan limits for voice, SMS and data usage by automatically triggering
alerts or removing profiles at specified thresholds.

A suite to meet your organisation's needs

EMM suites have carefully been designed to meet specific requirements. Add-ons can
be applied on each of these packages:

1.

EMM Essentials: Mobile Device Management & Mobile Application Management

2. EMM Basic: Mobile Device Management, Mobile Email Management, Mobile

Application Management, including app wrapping

3. EMM Advanced: Mobile Device Management, Mobile Email Management, Mobile

Application Management, Mobile Content Management and Telecom Services
Management.
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A comprehensive mobility management offering

Enterprise Mobility Management offers control of every aspect of mobile security and
productivity including:

e Multi-OS device management.

* Inventory and asset management.

* Encryption policy, lockdown security and password enforcement.
* Application management including rogue app detection.

e The ability to encrypt and protect against data loss and the enablement of email
security policies.

» Certificate distribution, posture detection, lost phone recovery, selective or complete wipe.

e Content management giving secure access to corporate information.

Why choose du?

* A complete solution — We offer you all the tools you need to successfully roll out
a secure mobile environment.

* UAE-based cloud offering — In addition to the premises based offering, you can
leverage the flexibility of the cloud while keeping all corporate data within the UAE.

* 24/7 local support — Customer service representatives based in the UAE give you
assurance that issues can be raised and solved quickly and efficiently.

* Complete reliability - We guarantee quality with comprehensive Service Level
Agreements.

* Opex-based model - EMM is capex-light and allows you to be cost-efficient with a
monthly payment structure.

Find out more

Contact your dedicated Account Manager, send your request to
managed.services@du.ae or call 800 188.
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